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The 8™ Continent: Discovery of the Cyber Continent
and Digital [dentity

u _nat_en @ https://nat.sakimura.org

E hitps://nat.Sakimura.org/youtube.php
m hitps://www.linkedin.com/in/natsakimura
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FEEESEAD | Industrial Revolutions

st industrial

revolution 39 industrial
«Coql siar revolution
Engine, Iron 1870 *PLC, Automation 73

1765 2"d industrial 1969 4t industrial
revolution revolution?¢
*Qil, Electricity, Steel *The infernet,

Mobile Network,
PC, loT, Al
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Intfroduction of new “Living Space”



We spend so much fime in the 10
new "space”

Time distribution of a Japanese in
20s

B Internet

m Work
v
Others

() #BHaBERBERSH.I0FEMR. SXUe-Statdk DEE1FRK



5£/\AXPE | The 8" Continent

(a.k.a. BA1/{—AXR—X | Cyber-space]
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The growth rate of the 8™ continent is high
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2011 2012 2013 2014 2015
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2018 income
Digital

® 27% YoY
* 32% ROE

46%

e 17% YoY Traditional
* 29% ROE

* (1)% YoY
* 23% ROE

Overall Consumer and SME (SG, HK) contribute 46% of

Group income

(Source) P.23 of DBS Annual Report (2018)
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DBS’s
Income from
Digifial
INnCcreasing
rapidly
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The foundational principles of the
8 continent is the same as the old

world
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Capitalism and Human Right
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Capitalism Human Right

« Absolute Ownership * |Individual Freedom

* Freedom of « Equal Right
production and « Sovereignty of

trade people
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Absolute ownership &
Freedom of production and
trade

As the foundation, it needs to
» |dentify the owner
» |dentify the object

» Access control over the
identified object
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set of
attributes

Y related to

an entity




|dentity

(.P

v Real Employee

_ Name number
Professional
qualification

department
!’ Geo-location




Entity

i

Provides claims

Verification "”
(authentication)

username
password
Geo-location
Device info
Ete:

23

Authentication Server Authenticated ldentity

Real Employee
Name numbe
Professional
qualification

ldentfity
Register ?
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[dentity
Management

register
delete

Re-establish

[ Established ]—-

activate

delete

adjust
archive

suspend ACtiVG

reactivate \j

maintain
(source) Created by the author based on ISO/IEC 24760-1 Identity management framework: Part1
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Entity Authentication Server Authenticated ldentfity

Verification y
NUMPpe

Prowdes claims

~

username Professional
possword qualification

Geo-location — e —.
Device info Jentty e
Eie Register ?



Authenticated Identity is used for Attribute
Based Access Control (ABAC)

» Note: RBAC and IBAC is a special case of ABAC

=
Admii m

<\'ﬁ\etadata
Entity Authentication Server Authenticated ldentity PEP B

Provides Claims

| Resource
"‘h“-
username
password
Geo-location € " e
o it
Log Anomaly

Detection
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Entity — identity model is useful 1o
model the privacy as well
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FRIE CTHD, EZIBFFICHVTHTRZ T D
NEBENDD, ARSI AIETHDT—HT
TRV, (F—9REFERIFE. )

Foundation of privacy protection is
the human right. What needs to be
protected is the human right and
not data. (Protection of datais o
control mechanism.)



EU

> RN AFESEHISE 8 5 (1950)

> (L)yIRTOA TDILEE. Kk
FE EESJVBENEEZRITS
IR SRS

> (2)COIEFIDITAECTU T, SERBIC
HIE MEOZE. AHOZEE
KFEDFFRIEF DI, JEELE
LLIFICTEDBG LEDTE8h. FEERBULL(E
BIEOREDH., FIz(IBEDIEF]
HIUVBEHDREDHRERIHLRIC
HVTERIZELIN ABIHEI(C
FBTFHENGDOTFRBRRN,
> (PR #WIFAEITIAINS —(RE(C
B9 B S EIMEI DI AR |

EU

>

>

European Convention on Human
Rights, Artficle 8 (19250)

1 Everyone has the right to respect
for his private and family life, his
home and his correspondence.

2 There shall be no interference by a
public authority with the exercise of
this right except such as is in
accordance with the law and is
necessary in a democratic society in
the interests of national security,
public safety or the economic well-
being of the country, for the
prevention of disorder or crime, for
the protection of health or morals, or
for the protection of the rights and
freedoms of others.

29


http://www.soumu.go.jp/denshijiti/pdf/jyumin_p_s1.pdf
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> F|AI135 | FEENKE

» INTEERER. AAELTEEEND,
tn. BRAUVEREKRICTI3E
EOHEH)(CDOVWTE, AHOEALCKR
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> > BEORBM(1964) | BRIz,
WA 1 3 RICEIKTFMN—DiE
FzZ2%. ENMRENEERBEE 7
0 9 RICLHIEEHERKNTEBL
LTz,

Japan 30

» Article 13 of Japanese Consitution

» All of the people shall be respected
as individuals. Their right to life, liberty,
and the pursuit of happiness shall, to
the extent that it does not interfere
with the public welfare, be the
supreme consideration in legislation
and in other governmental affairs.

EEgenoaio Incident” (1964):
Tokyo district court ruled that there is
right for privacy based on Art. 13 of
the Constitution, and that the claim
to damage can be done based on
the article 709 of the Civil Law.



(Robert Waldinger)

[T aEZ FR(ERICTDED(E. RVAFEREMR (CRED. |
Good relationship keeps us happier and healthier

1. HREODBMDFIFRICRVEEZSAD

ﬁo”ual connections are really good for us, and that loneliness
ils

2. BiERAEEDREBROBENER : :
it's the quality of your close relationships that matters.

3. BUBRIIAIT TR<AEZ TS

good relationships don't just protect our bodies, they
protect our brains

(AT ON=K-9A=T1>H - NEZZET(CTZ0EHA ? RERACESZEOAITNS I TEDXxBeaconStreet
Robert Waldinger: What makes a good life? Lessons from the longest study on happiness, TEDxBeaconStreet

(&%) Waldinger, R.J., & Schulz, M.S. (2010). What's love got to do with it? Social functioning, perceived health, and daily happiness in
married octogenerlans Psychology and Aging 25, 422-431.



Privacy model and identity

B HRMCL DT AT > T4 T4 DFRE(CLDERIEDLE
Provision of attributes to adjust the perceived identity to improve the relationship.

» X Entity - Identity Model

BEiLtEOIN
= X3 A BRI

BRI

;\‘
EK

(Entity)
17F X6

finER {

Ho&k

(Identity) BRI



... and in the 8™ Continent, we do 33
this through authenticated identity

Entity Authentication Server Authenticated Identity

Provides claims

PR | veraton | # 9; e
€a Employee
“\'! usera (authentication)
Professional
qualification
Geo-location

password
Device info —
ldentity _
o Register W
/,
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Digital Identity is the Foundation of

the 8™ Continent both from the

Capitalism View and Human Right

Veiw
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There are people who realized that
early on.

35
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JWx, OAuUTh,
OpenlD Connect



b “

Contents

2. OpenID Connect@EZMNSRT. | | 2. Where OpenlD Connect came
ETNITLDH? from and where it is heading to.
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Entity Authentication Server Authenticated Identity

Provides claims

Q- ) BEEEN ) & o=
- icati ea Employee
“\"! (authentication) '
i username Ty
Professional
assword
Geo-location

g 3
Device info Idenfify
Ele RegisTer y Geo-location
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s C 1SS system
(1961) used
LOGIN &
PASSWORD -

An example
of individual
password
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Service 1 e

R Per
System
R identity

Service 2

Service N
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Service 1

N Nglel(sle
identity

Service 2

Service N



Phishing!
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Service 1

o —— Shclied
IR . 3
identity

Service 2

Service N
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Password etc. ID Token service | FederOTed
ID Token for S1 |den1'|‘|'y

Service 2
ID Token for S2

Service N



SAML

2002

OpenlD Authentication 2.0

(key=value)
1.0 | ey
Dave Recordon
(Facebook)
® © o ©
2005 © 269 2012 2014
SAML 2.0 OAuth 1.0

(XML, XML SIG,  (Key=value)
SOAP)
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2008

47
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Untrusted
ApPpS
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Audienced identity
&
Minimum access
authorization

ol



ID Token
&
Access Token

52



Problems of SAML, OpeniD
Authentication 2.0, OAuth 1.0

53
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Nat Sakimura John Bradley Breno de Madeiros
(NRI) (Mercenary working for NRI) (Google)



Early design decisions:

1. No canonicalization

2. ASCIl Armoring
3. JSON JSON Simple
4. REST Signature (JSS)

& Encryption (JSE)



Then, there was a
parallel work

Magic Signature
& JSON Token

John Panzer




And there came Mike Jones

» “You guys should come together and standardize
it at IETF. Don’t worry. | can take care of the
editing!”

JSON Simple
Signature (JSS)

& Encryption (JSE) JWx

Magic Signature &
JSON Tokens



JWx

» JWS: JSSON Web Signature
» JWE: JSON Web Encryption
» JWT:. JSON Web Token eftc.




Early design decisions:

No canonicalization
ASCIl Armoring
INOIN

RESE

JWX

D e —

jlhl

=%
=
A

llen Tom



Early design decisions:

No canonicalization

I

2. ASCIl Armoring

3. @i

4, RES

5.  Jyis 2 0

6. Base on OAUthWRAR. = * |



OpenlD Authentication 2.0

(key=value)
SAML 1.0 OAuth 2.0
o ® © e ©
2002 2005 | 2660 2012 2014

SAML2.0  OAuth

(XML, XMLSIG, 1.0  OpenID Connect
SOAP) (JSON, JWS, REST)



- I OpenlD Connect

ID Token
JWS/JIWE/JWKS
OAuUth 2.0
HTTPS

Nomura Research Institute

62

A protocol that
defines for a client
how to request and
for the server to
provide the ID Token



That is perfectly fit for modern
identity and access control

frameworks g %
AdmiN m

<\'ﬁ\etadata
Entity Authentication Server Authenticated ldentity PEP B

4 ﬁf Provides Claims II ‘ » - ‘ Resource
username t

password ” fication PEP2
Geo-location W i -
Device info F ﬂ_

% : 7 Audit
ID Token Log Anomaly

Detection






LINE Developers
Products N LINE Developers > Docurment top LIME Login Web » Integrating LINE Login with your web app
Documents o
Integrating LINE Login with your web app
Document top
LINE Login -
Top Y Note: This guide describes how to integrate LINE Login v21 which supports the
OpenlD Connect protocol and allows you to retrieve user information with |D tokens.
To integrate LINE Login v2 with your web app, see Integrating LINE Login v2.
Cnerview
Cetting started

e.d., LINE usess@EEmibrC onnect




So does
Google,
Microsoft,

Salesforce,
AMaAzon,
GSMA,
SEoUNCh of
nations,
etc.




Over 90% of Azure
AD App
Authenfication are
Over OpenlD
Connect

as of




Introduction:
ID Token:
Authentication
3.1. Authentication using the Authorization Code Flow:
.2. Authentication using the Implicit Flow-
.3. Authentication using the Hybrid Flow :
B U '|' '|'h iS iS j U S'l' Initiating Login from a Third Party:
Claims
° ° .1. Standard Claims-
C] b e g I n n I n g .2. Claims Languages and Scripts:
.3. UserInfo Endpoint :
Requesting Claims using Scope Values:
Requesting Claims using the "claims" Request Parameter:
.6. Claim Types:
5.6.1. Normal Claims:
5.6.2. Aggregated and Distributed Claims
5.7. Claim Stability and Uniqueness .
6. Passing Request Parameters as JWTs
7. Self-Issued OpenlID Provider :
8. Subject Identifier Types:
8.1. Pairwise Identifier Algorithm:
Client Authentication:

9.
10. Signatures and Encryption !

1. Offline Access:



6. Passing Request Parameters as JWTs

3.3. Authentication using the Hybrid Flow :

Mutual signature protocol — conceived as a
mechanism to achieve “Contract Exchange (CX)”,
which is the original use case for OIDC.



It was quite unpopular
during the drafting.

H “Too Complex.
. Nobody is going

--t c LI
yY w '0 use if!




... but

what about In the
case of entering @
binding contractual
relationship like
paymente




OPEN BANKING Whart is ©pen Banking? FAGs Regulated providers

£y

Meet the regulated providers

Tha provkeans ETe I this ldae ooa encliaz nOpan Sarklag Thiy ars mazuiimasl
ard ecl= 1o ofer te~ces usng Cpen Henang.

== rdorrensT sz oar wieksiie terms and conditsans

Insight

ABN AMRO Bank NV
AIB Group (UK) plc
Bank of Cyprus UK Ltd
Bank of Ireland (UK) Plc
Bank of Scotland plc
Barclays Bank Plc
Clydesdale Bank PLC
HSBC UK Bank Plc
ICBC (London) plc
Lloyds Bank PLC
etc...

https://www.openbanking.org.uk/provider-categories/account-providers/

It Is now being used dsiifiesioundation of

OpenlD Financial-grade APl (FAPI)

Security Profile



https://www.openbanking.org.uk/provider-categories/account-providers/

Self
Sovereign

7. Self-Issued OpenlID Provider !

ldentity




Nelelle|R: " Third

party
Bank hosted

|deﬂﬂ’rie$ |denﬁfy




ml Microsoft
ol Azure

'

Google Cloud Platform

aws

/9

HosT your
own IdP

on-premise
IFCloud




/6

IT can be
on your
local

040

O
L
ic

O

O

=




Self-issued OP — Never taken away

- v

4
HOSTED ON YOUR LOCAL NO NEED FOR IDP DISCOVERY USER IDENTIFIER IS THE HASH OF
MACHINE. BECAUSE ITIS LOCAL. THE PUBLIC KEY GENERATED BY

THE SOFTWARE.



Challenges that
“Self Hosted" IdPs
dre facing

» Establishing frust in Keys used in
the past.

» Key recovery (esp. for Self-Issued
@GPy

» RPs are not accepting it.

» To date, my own services are
preftty much the RPs that is
accepting my own IdP.

» Could | login to my
PC/Mac/Phone with ite



specifications:

— Defines the core OpenlD Connect functionality: authe
to communicate information about the End-User

. — Defines how clientsjdynamically discover informs
. — Defines pow clients dynamically regig
— Defines several specific new OAuth 2.0

— Defines how to return OAuth 2.0 Auth
Connect Authentication Response parameters) using HTML form values that a

— Defines how to migrate from O




Self-Certification

» IdPEIROY/NR— h X hEERHR
L. RPH\SDIFIMEEFEZSD
J=sbDFES

» To solve the IdP on-boarding
support cost issue and earn
technical trust from the
Relying Parties

EUROPEAN IDENTITY &
CLOUD AWARD
2018

OPENID CERTIFICATION PROGRAM

BEST
INNOVATION

A, |
1\;'{ - lf ¢ /F :

s::xuppingg[ FOIE



specifications:

— Defines the core OpenlD Connect functionality: authe
to communicate information about the End-User

. — Defines how clientsjdynamically discover informs
. — Defines pow clients dynamically regig
— Defines several specific new OAuth 2.0

— Defines how to return OAuth 2.0 Auth
Connect Authentication Response parameters) using HTML form values that a

— Defines how to migrate from O




specifications:

. — Defines the core OpenlD§Connect functionality: authe

to communicate information about the End-User

. — Defines how clients dynamically discover informs

DW clients dynamically regis
. — Defines several specific new OAuth 2.0

. — Defines how to return OAuth 2.0 Auth
Connect Authentication Response parameters) using HTML form values that a

— Defines how to migrate from O




Granular Claims Request and
Consent Management

5.95. Requesting Claims using the "claims"” Request Parameter:

.3. Authorization Server Authenticates End-User
4. Authorization Server Obtains End-User Consent/Authori

“policy_uri” etc. are defined in OpenlD Connect Dynamic Registration 1.0



Claims request model specified in
5.5 of OB

- Allows granular specification of

claims for “Collection "userinfo”:
g b & {
I\/\InlmIZCITIOI’l "given name": {"essential™: true},
- Can mark “EsSEifilla e e e
5 emd}l : {.%gsentlal : tlu?},
- Forms the basis for cosent "email verified": {"essential": tru

. "picture": null,
le’?]?)%%rﬁg RTVS\/YTSg eCr|T(]] : nm 5 "http://example.info/claims/groups”:
- "usage policy (ol ANEIENIE _
Gﬂd "auth time": {"essential": true},
i T . "acr": ["wvalues": ["urn:mace:incommc
+  "ToS (tos uri) S cEuciEs )
during the client registration. }

]’ !

"id token":
I
1




Combine this with 3.1.2 and
DynReg to achieve Selective
Sharing and consent
management N

3. Authorization Ser\rer Authenticates End-User
4. Authorization Server Obtains End-User Consent

3.1.2.3.
3.1.2.4.




Note thal pol ifes At
and tos uri ISHOCEEE
to the client and noft to

the authorization request.

» This makes
revoking of the

consent easy.

» Just revoke the
authorization to
the client.

l.e. Exiting OAuth
mechanism works.

< Apps with access to your account

»°

AccorHotels [

Amazon Alexa

CloudPlayer™ by doubleTwist
cloud & offline player [J

Has access to Google Contacts

Has access to Google Calendar

cess to Google Drive

Has access to Google Contacts

Has access to Google Calendar, Google Contacts,
Google Drive



3 Claings
Models

Normal

Aggregated

Distributed

5.6.1. Normal Claims:
5.6.2. Aggregated and Distributed Claims -




Normal (Simple) Claims

%f ID Token
Client

|dP



Aggregated claims

@fﬁm
i
Signed Claims

C|c1|ms Prowder (Token)

ID Token
ELEI Signed Claims Client

EEE L (Token)
] @ Sl Claims are
Claims Provider Verifiable

é‘/.




Distributed Claims g
[ad % ﬂ@

B
EIE|pIE
Signed Claims
(Token)
‘ ID Token including pinters !"““!_ ||||||.IE ||||||.!
o OO

i Claims are Client
Verifiable



An example of on-
going activities on
the claims-set

» Minimum Viable
eKYC Framework
(elD/KYC Expert
Group @ EC)

Trusted Attributes /
Claims




0O20: Online Authentication for Offline Transaction

-— CIBA: Client Initiated Backchannel Authentication
for more trustworthy user authentication

» Use-case 1: Customer authentication @ Call centers




0O20: Online Authentication for Offline Transaction

-— CIBA: Client Initiated Backchannel Authentication

» Use-case 2: 10T including Smart Speakers




0O20: Online Authentication for Offline Transaction

-— CIBA: Client Initiated Backchannel Authentication

» Use-case 3: Payment at PoS

i

-
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Map of the 8
. State of
Confinent Apple Church °/

ndiaStac
Republic of Republic of
Google
Smaller
oot Nations Ii?celdaook
elDAS Empire e

Union
0.35B

GSMA
Federation



A Digital Single Market for Europe:
the data economy



Free Flow of Data with Trust 98

» By 2025, Data Economy will form 5.4% of GDP.

» By just removing the regulations barring free
movement of non-personal datq, it is estimated
that it could generate up 1o €8 billion in GDP g

year
» 2014: 56 Laws forced data localization

» 2020: ZERO laws.

(Source) Andrus Ansip: A Digital Single Market for Europe:
the data economy (2019)



https://ecipe.org/wp-content/uploads/2016/12/Unleashing-Internal-Data-Flows-in-the-EU.pdf

1 Electronic identfification (elD) and
electronic Trust Services (eTS) are key
enablers foFSEEEEENSIEES=Dorcer
electronic traRSCEHERSEIRNC central )
building blocks of the Digital Single
Market.

(SOURCE) HTIPS://EC.EUROPA .EU/DIGITAL-SINGLE-MARKET/EN/TRUST-SERVICES-AND-EID

Free Flow of Data with Trust



https://ec.europa.eu/digital-single-market/en/trust-services-and-eid

elDAS regulation contents 100

elM

Signature
Certificates
electronic
Identification
Means
Qualified
Signature
Certificates

. Directly related to personal identity
. Indirectly related to personal identity

(Source) Wim Coulier: Using elDAS to drive mass adoption of identity solutions (2019)
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KRB~ FT5EE HAR~BRGHERT
(1861 - 1895) (1867 - 19054 L ?)

“SEIYOUSSHENPOU"

(Apllication of Western (Changing the way
Technologies) of life / regime change)

(1961 — 1895) (1961 — 1895)



FISEE) (1861 - 1895)

» [fhzr| % K] &G L TAR] &
(A1 &4

]
> CEIE. FHEE ~ FHIK
> BEFHEEOEALKRIMTOEANICER

BEOERG Z4FLI-F
. XFOEATZEY—IL
ELTEA,

Westernization (1861 - 1895)

» Applying western technologies to
the Chinese Life.

» /éng Guofan, Li Hongzhang

» Intro of Western Technologies

Applying the newest
technologies to the
existing regime.



JbiFmREx (ALiFKEm)

18884, FIREIZ K YERIL,

= B B E — D AR,
BRAADERZHET

$$&Wbﬁh$#105$
E&:Itd)d‘i . P

Beiyang Fleet

Newest and the greatest.

One of the main force
pbehind the defeat of
Japan in Gapsin Coup and

Nagasaki Incident.

(EE S INTN)yHR ALY,



BEIX Military industry

FETHEOHMZERENLIEY Infroduced Heavy Industry

AN D [EOEEBH IS % fechniques from the West
=H and freated engineers well.

IFARER. Anging Arsenal was built

purely by Chinese

olif

-3 ) _— = [ ]
[ . - ! l-.‘-’-l'. — o /
e 2 St

R Photo'n.ochow arsenal in Mawei, pUinc domain
" ".'ﬁ?‘”'&.—‘l._‘ L] L] il - w "




1111149444
_Education .

| BgEE

:
FIXE(1862), MBI = gé%m§2)9”0"(‘362) A

(1866) Translated Western books
, BEiFDEYZHER - L and spread Western '.f

« EE] Ok knowledge.

BEI0ZDBZEEE A " Sent 30 Students/year to
 JABIC, ' the US.

%< HRICREDES - & MalEehinciitbecame

o leaders in political and
R E Tl industrial sphere later.

s = U NEE

(B HIBEPI() TV - KAL), PIOFERXEEE LT, EADYSSEBSERRE.

305 Ao E ORI B 30+ modh \
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LI EZ LT
SETREE) Ch O IEN. ..

Westernization Movement
achieved great in the beginning
Sull]
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WIEBERHEMNBEEHRES
FRFEEEICFEERM., ALFmRREK
(3% fi BB FT LR TR B A Dk
3 EME. BRHF TRKK

AEEEAXTFHNDERESRIC
E O IBER

EROHLOT, REEINMI. &
AEHTETHE

I)—+r&HB
REZOELIFTHEE?




BR)G#E#H (1867 — 19052)

z I

> T8 D A TR

LNd1 DT

275 <
HE=DHY F 7R

Z:N: ] b

==

Meiji Restoration (1867 — 19052)

» Instead of applying the
western technology to
the existing regime,

the way life
was top to bottom based
on the new tfechnologies:
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Japan was
composed of
many small
‘countries” then.

(PR ) Wikimediaa®E» AT Ancient Japan Provinces Map in Japanese Kanji |
https://commons.wikimedia.org/wiki/File:Ancient Japan provinces map jap

anese.gif
CC-BY wikiwikiyarou



https://commons.wikimedia.org/wiki/File:Ancient_Japan_provinces_map_japanese.gif
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Unified Nation



Language - Dialect
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Proliferation of “Standard
Japanese” through compulsory
education
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Standardization of Language
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2B E | Education System
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Compulsory education
for Everybody
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HE = Postal System

¢ 1BNMFIC—ENAHENS. BEFEHFHE ¢ Est. 1871

¢ RE~WI~KBRRI62EFT OIS - + 62 stations between Tokyo and Osaka,
BEDMRMT=CH51E2(T - BRET operated by public servants, with strict
Uy BoXBSRE 3 BT delivery time.
¢ 1890%FIC I3 REEZ Fa. + Telephone started in 1890.

RR~KMR (B5fE)

Tokyo to Osaka (hours)

EIES o)
Reduced
the delivery
time by 50%

TRAL HPE

m T~ KR (BERE) (HE{§)BAFEXBEOR -
HIEBOH&ZME-/=1AYF

(A )Wikipedial BR{E 1% &I, NRI NTVI7-Exq>



https://ja.wikipedia.org/wiki/%E5%AE%98%E5%90%8F
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Economic & Financial System

Privatization of land
ownership and the
establishment of private
property right

Privatization of governmen’rh—"“‘
owned factories and mines .
and advancement of the |
industry revolution.

Establishment of Bank of
japan and Capitalism =
Finance System.
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,55#11# Legal system
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— ¢ P ESTablishing the basic
ﬁ']ﬁ\ Elfs _ﬁlff& » 1 laws e.g., Criminal law, [Z:8
EDERZERZE)H «, Civillaw, Commercial =

. law
304 N y i
REDEREEIUZ | Establishing the

£ - BRHIADHEIT B constitution and the

shift to Constitutional
moncrchy / parliament] \(
B system.

CHEPR 4% R 3ET =R S 1 BR ] 0 (BAIR 224F) INT V)V IR A1



121

BatET (IR ORMZriE S U T,
2D D 572 B AR (CeRsT

[ 25| o1,

Melji Restoration was a

"Regime Change” that
transformed the way society
functions ground up.
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Regime Change



As the result

1895
s HIFHF~5E - EROFE+
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1895

e Sino-Japanese war~cession
| of Taiwan efc.
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(1898 i

(1898

e Jiaozhou Bay (Germany)
e Lushun, Dalian (Russia)

* Hong Kong (UK) etc.
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1899
e Guangzhou Bay (France)
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Why such a talke
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Are you not just refrofitting digital
technologies on the existing
model?
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25 U EinEEd ) ?

Are you doing regime change<
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2 Types of
Paperless

A
Use Tech

RIBELTIE, H’HPOFFICE DI,

<XML> gii
s won REGIME change
}

BEIRRZRHRIC. REBOVPVHEZERS.



Denmark: Citizen PDF7—7°|:|
R Glorified PDF Word Processor

Vst

. , XMLIEIZ & €Y% B B HEE
Dlfe[ifelWaON (g}l  Automatic data processing
using XML
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129

Politicians likes to build station
building as it would be apparent to
people. However, roilrod's,cien’rrol
principles are rails, tfrains and
operations. Unfortunately, our
government chosed to build a

gorgeous train station.

A PUBLIC SERVANT



—AH. TR FA—XF
1) e

v BB EZXMLUL.
2485 AR DIRE
ARSI (CIR TR S
&4, HEEIRT
v EETCTRERDZERET
g RTXMLE,
[EREEIENR. #KI3FELE
v BT IDIXEE. &
FEZ{TZTDXMLIC
v RS cHEBEIET L

(C

v OTOH, Digital Austria did

» XMLize all documents and
responding within 24 hours

» If not, reasons are returned.

» Laws being discussed in
Parliaments are XMLized and edit
history are openly accessible. No

paper.
» All the document that the

government issues are issued as
sighed XML

» Thus, private sector can also
process them authomatically
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Help.gv central registers electronic
portal and ELAK- Jelivery servj

Backoffice

(H7T) Rupp, C.:E-Government in Austria (2009)



delivering documents is key for eGovernment a consistent model of electronic delivery
has to complete such effort Application independent electronic delivery

sighing person date and time unique form id
(function)

g/ hily! o ©OgTh7ar Frenlqy3 UEZhSDGR
XDFYSTa+VSKECHA42QrvohZI8znGDE 117840qF JKBmBcqPOedg Taygo7uloony
ROKT7 SmugqEdC Uns¥nQekm/ c UK/ 15N

daqun¥dy IHYtETHSU4 ) ZE6F LvhuTapd

=CzTvhlcrObpvOS1S TeweNXSRDF+£

in elektronischer Form giiltig!

signature CA and serial __ \
value number validity hint

electronic documents need the potential for being authentic - even if printed on paper such
documents shall keep validity

Official signatures serve to facilitate recognition of the fact that a document originates from an authority.

(H7T) Rupp, C.:E-Government in Austria (2009)



s, A v So did Denmark as well 133
ﬁh“’c 2¥ (AR

v 2TTETHIUE (EEIET—4 » Everything digital (Structured
1t) data)
v ¥RDTERELE » No paper
[2H)L - S0 E 2 “ Digital divide2 Why do you
AR BINED ? SER— 2D R worrye When the paper based
?Ab“%)\éﬂ?‘ FERST. X system was infroduced, many
DisHEINTEHOAZEL people were lliterate but private

é/ub\f T&E. REBAHRTET sector services took care of it.

FERLTEDL, |







20144, iR LS DFITOINEIETTRIE

2014 — Decided to outsource
printing and minting money

EE(J2016F(CT1 > RIEED=> MMIHEEST.
(I 2018 FE(ICT T RTEEA/I\by—JL - T R>T—)L (Oberthur Fiduciaire SAS)
[CRITERTE. (EICKDT > Y—IEEEDOFIT(Z2020FE K D DFIE)

(HFr) JETRO TEZRAFE> T N—UHIR. EE (CHESHREEBIOINEEFEER |



https://www.jetro.go.jp/biznews/2018/04/15c0d4163a4ad24b.html

20304, IREDEELE | Abolish cash by 2030

POSIZH I+ HREZTIHEE (l{E~—R)

s (CH T DEE
\iﬁ‘ﬁiﬂx}ﬁé@*ﬁﬂ
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2017 2020 2030



https://www.nationalbanken.dk/en/publications/Documents/2017/12/Analysis_Danish%20households%20opt%20out%20of%20cash%20payments.pdf
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Common factors among them

Digital “Regime
Ehange”

Transform the organization
and the operation based
on the new digital reality
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It also applies to private companies.
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https://news.careerconnection.jp/2p=26775



https://news.careerconnection.jp/?p=26775
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https://ecodb.net/ranking/imf_ngdpdpc.html
https://www.imf.org/external/pubs/ft/weo/2019/01/weodata/download.aspx

SR EEE

Productivity
(2017)

(HEFr) BARZEEMEARSE [ BARDAEEMDENE20184

20174
TAINT R 164,795
WIXL T 143,770
K [E] 127,075
ST — 122,902
AA A 118,155
~)LF— 117,307
A — AR 108,405
T7 A 106,998
F— 105,454
N, S 105,091
AZVT 104,179
Al i At S L o2 1Y,
FA 100,940
AT —F 100,207
T TR 100,123
ARA Y 04,220
TAATR 93,554
Vil 93,093
HE 89.674
07 A 9 g W% o - ,
|~z 75 941



https://www.jpc-net.jp/intl_comparison/intl_comparison_2018_data.pdf
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Why so much difference

despite the capable Japanese
Laboure
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from Inohon labour
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Indian labour were
capable
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Yet, they did not have access to
the new technology and new
social structure optimised for it.
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As the result, many people suffered
from starvation.
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Japan now has access 1o the
technology fortunately.
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The issue is whether we can
change the corporate
management and the social
sfructure.
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Let's not fool ourselves by
pretending to be Digitalized
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PDFZixD C. € zElRl. /J\> 1%
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Sending a PDF and have it printed
and signed, then scanned and sent
back is not Digitalization.
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Bz A —)L T, ZPDFE CEZIR
ZBDEFFTZHFIUETEHDDFEA.

Replacing post with email and
paper with PDF is not Digitalization.
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Digitalization is the Changing the way we
work by sending and receiving structured
data and automatically processing it

using Al etc.
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For it, we have to identity and

authenticate the sender, receiver,

and the data in an inferoperable
manner.
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That's why Standard based

Trusted

|dentity platform is so important.
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Just like GAFAM realized it in 2000s.



GNI, Atlas method (current US$) =

20T

DX (Regime Change)
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Digital Technology Use
>4~ )LEHA

1965 1970 1975 2005 2010 2015

'yoag' R . . . v 'o0og' ' 'sga o015
Data from World Bank Last updated: Jul 6, 2018
©2014 Google - Help - Terms of Service - Privacy - Disclaimer - Discuss

HiFf) Google Public Data



https://www.google.co.jp/publicdata/explore?ds=d5bncppjof8f9_&met_y=ny_gdp_pcap_cd&idim=country:JPN:KOR:DEU&hl=en&dl=en#!ctype=l&strail=false&bcs=d&nselm=h&met_y=ny_gnp_atls_cd&scale_y=lin&ind_y=false&rdim=region&idim=country:JPN:CHN:USA&ifdim=region&hl=en_US&dl=en&ind=false
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Data from World Bank Last updated: Jul 6, 2018
©2014 Google - Help - Terms of Service - Privacy - Disclaimer - Discuss
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https://www.google.co.jp/publicdata/explore?ds=d5bncppjof8f9_&met_y=ny_gdp_pcap_cd&idim=country:JPN:KOR:DEU&hl=en&dl=en#!ctype=l&strail=false&bcs=d&nselm=h&met_y=ny_gnp_atls_cd&scale_y=lin&ind_y=false&rdim=region&idim=country:JPN:CHN:USA&ifdim=region&hl=en_US&dl=en&ind=false

TOBN-TFATOTA
T4IZEDL TEEK]

Digital identity based
“regime change”
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Change,
Yes, We

(Source) https://amzn.to/2KalUPQ
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